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WHAT IS CLAIMED IS: 



For use in a wi 



reless network comprising a plurality of 

2 Vase stations, each of said base stations capable of communicating 

3 with a plurality of mobilj^ stations, a mobile station diagnostic 

4 testing system capable of testing the operation of a first one of 

5 said plurality of mobile stations comprising: 

6 a database capable'* of storing a mobile station diagnostic 

7 testing file comprising a mofckle station diagnostic testing program 
O | 

8^ in interpreted byte -code 'format; and 

% i 

9^ a diagnostics controller coupled to said database capable 

lojJJ of receiving a notification indicating that a fault has occurred in ^ 

ffs \ 

IT* said first mobile station and further capable, m response to 

12-! receipt of said notification, \ of retrieving said mobile station 

s \ 

13;£ diagnostic testing file from said database and' transmitting said 

\ 

145 mobile station diagnostic testing file to said first mobile 

u \ 

15 station, wherein receipt of said\mobile station diagnostic testing 

16 file causes said mobile station! to execute said mobile station 

17 diagnostic testing program in said mobile station diagnostic 

18 testing file. 
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iMJ 4. The mobile station diagnostic testing system as set forth 

s . a 

sen 

2ffj in Claim 1 wherein said mobile station diagnostic testing file is 

3*U transmitted to said mobile station using at least one short 

4^ messaging service (SMS) message. 
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1 2. The mobile station diagnostic testing system as set forth 

2 in Claim 1 wherein said mobiile station diagnostic testing file 

3 further comprises diagnostics^ data used to test said first mobile 

4 station. 

1 3. The mobile station diagnostic testing system as set forth 

2 in Claim 1 wherein said mobile station diagnostic testing file is 

3 transmitted to said mobile station using TCP/IP packets. 

o 



iy 5. The mobile station diagnostic testing system as set forth 

O t 

2 in Claim 1 wherein said diagnostics controller is capable of 

3 determining from said notification a model type of said first 

4 mobile station and, in response tl said determination, selecting 

5 said mobile station diagnostic tesping program according to said 

6 model type . 
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1 6. A mobile station capable of being tested from a wireless 



2 network by an over-the-air (OTA) 

3 said mobile station comprising: 



mobile diagnostic testing process, 



4 an RF transceiver capable of receiving and demodulating 

I 

5 forward channel messages from said wireless network and further 

6 capable of modulating and transmitting reverse channel messages to 

\ 

7 said wireless network; and 



8 a main controller capable of receiving said demodulated 

9^0 forward channel messages from said RF transceiver and extracting 

loW therefrom a mobile station diagnostic testing file containing a 

llJJ mobile station diagnostic testing Iprogram in interpreted byte-code 

12^ format, wherein said main controller, in response to receipt of 

13^ said mobile station diagnostic Itesting file, is capable of 
US \ 

14O interpreting and executing said mobile station diagnostic testing 

03 

IeP program. 

1 7. The mobile station as set jforth in Claim 6 wherein said 

2 mobile station diagnostic testing file further comprises diagnostic 

3 testing data and wherein said main controller uses said diagnostic 

4 testing data to test said mobile station. 
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8. The mobile station as set forth in Claim 6 wherein said 
mobile station diagnostic testing file is transmitted to said 
mobile station in said forward channel messages using TCP/IP 
packets . 

9. The mobile station set forth in Claim 6 wherein said 
mobile station diagnostic testing file is transmitted to said 



mobile station in said forward ch 



Lannel 



4*0 short messaging service (SMS) mes 



sage 



messages using at least one 



10. The mobile station as spt forth in Claim 6 wherein said 
mobile station diagnostic testing program comprises a graphical 
user interface (GUI) program capable of interacting with a user of 
said first mobile station during said OTA diagnostic testing 
process . 
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1 11. The mobile station as set forth in Claim 6 wherein said 

2 main controller is capable of transmitting to said wireless network 

3 a reverse channel notification message notifying said wireless 



3 Ha 



4 network that a fault has been ^detected in said mobile station, 

5 wherein receipt of said reverse \ .channel notification message is 

6 capable of causing said wireless metwork to transmit said mobile 

7 station diagnostic testing file tq said mobile station. 

liP 12. The mobile station as set} forth in Claim 11 wherein said 

SJ 

2 ly reverse channel notification mes'sage comprises an identifier 

3^ identifying a model type of said mopile station. 
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1 13. For use in a wireless network comprising a plurality of 

2 base stations, each of the base [stations capable of communicating 

3 with a plurality of mobile stations, a method of testing the 

1 

4 operation of a first one of the plurality of mobile stations 

5 comprising the steps of: 

6 storing in a database a mobile station diagnostic testing 

7 file comprising a mobile station diagnostic testing program in 
8_ interpreted byte-code format; 

9^ receiving a notification indicating that a fault has 

N I 

10*** occurred in the first mobile station and further capable; 

III I 

11^ in response to receipt lof the notification, retrieving 

tT% 1 

12 m the mobile station diagnostic testing file from the database; 

13^ transmitting the mobile Istation diagnostic testing file 

ly 

l4?i to the first mobile station; and 

S3 

lEsfc: in response to receipt of the mobile station diagnostic 



16 testing file in the mobile station, executing in the mobile station 

17 the mobile station diagnostic testing program in the mobile station 

18 diagnostic testing file. 
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1 14. The method as set forth in Claim 13 wherein the mobile 

2 station diagnostic testing file further comprises diagnostics data 

3 used to test the first mobile station. 
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15. The method as set forth in Claim 13 wherein the step of 
transmitting comprises the sub- step of transmitting the mobile 



station diagnostic testing file to 
packets . 



16. The method as set forth 
transmitting comprises the sub-s 
station diagnostic testing fil 



the mobile station using TCP/IP 



in Claim 13 wherein the step of 
ep of transmitting the mobile 



least one short messaging service (SMS) message. 



to the mobile station using at 



17. The method as set forth n 
the step of determining from the no:: 
first mobile station and, in resj 

selecting the mobile station diagnostic testing program according 
to the model type. 



n Claim 13 further comprising 
ification a model type of the 
ponse to the determination, 
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18. For use in a mobile station capable of communicating with 



a wireless network, a method of performing an over-the-air (OTA) 

. i 

diagnostic testing of the mobile station from the wireless network 
comprising the steps of: \ 

receiving and demodulating forward channel messages from 
the wireless network; \ 

extracting from the demodulated forward channel messages 



a mobile station diagnostic test 
station diagnostic testing program 
and 

interpreting and executing the mobile station diagnostic 
testing program. 



19. The method as set forth 



ing file containing a mobile 
in interpreted byte-code format; 



in Claim 18 wherein the mobile 



station diagnostic testing file Ifurther comprises diagnostic 
testing data used to test the mobile station. 



1 20. The method as set forth in\Claim 18 wherein the forward 

2 channel messages comprise TCP/IP packets. 
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21. The method as set forjth in Claim 18 wherein the forward 
channel messages comprise at Least one short messaging service 
(SMS) message. 



22. The method as set forth in Claim 18 wherein the mobile 
station diagnostic testing program comprises a graphical user 



interface (GUI) program capable 



of interacting with a user of the 



mobile station during the OTA diagnostic testing process. 



23. The method as set forth in Claim 18 further comprising 
the steps of : 

transmitting to the tireless network a reverse channel 

the wireless network that a fault 
station; and 

seipt of the reverse channel 



notification message notifying 
has been detected in the mobile 
in response to re 



notification message transmitting the mobile station diagnostic 



testing file to the mobile stati 



)n from the wireless network. 



24. The method as set forth in Claim 23 wherein the reverse 
channel notification message complises an identifier identifying a 



model type of the mobile station. 



